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AyTteHnTudukanus

besomnacHocth nHopmaruu

lN'ocynapcTBeHHas
nH(pOpMaIMoHHAs cUCTEMA

Joctyn k naopmaruu
JoctynHocTh

3amura uHpOpMauu
OT HECAaHKIMOHNPOBAHHOTO
J0cTyna

3amumaemas uHGopManus

Wnentudukanus

WNHupopmarmonnas cucrema

HNudopmarimonnsie pecypebl

Nudopmarmonnsie
TEXHOJIOTHH

Nudopmarus

KonTtponupyemas 30Ha

KonduaennmanbHOCTh

O06paboTka nepcoHAIbHBIX
TaHHBIX

TEPMUWHDBI U OITPEJEJEHUSA

JleificTBUsT 1O TpOBEpKE TMOIMHHOCTH CYOBEKTa JIOCTyma
B MH(OPMAITMOHHOH CHCTEMe

CocrosiHME  3alIMINEHHOCTH  HMH(OpMANHH,  MPH KOTOPOM
o0ecreueHsl ee KOH(UICHIIMATHEHOCTB, JOCTYIHOCTh
U 1eJTIOCTHOCTb

WNudopmanmonHas cuctema, co3jgaBaeMas B IENISIX pealn3aliuu
MOJTHOMOYHIA roCy/1apCTBEHHBIX OpPraHoB
u obecrieueHus: oOMeHa HH(opMaIe Mex, 1y ’TUMU OpraHaMH, a
TaK)Xe B MHBIX YCTAaHOBJICHHBIX (heIepaTbHIMU 3aKOHAMH IIETISX
Bo3MoxHOCTE Oy4YeHHs] HHPOPMAIMK U €€ UCTIOIb30BaHUS
CocrosiHue uH(pOpMAIMM, XapaKTEPU3yeMoe CIIOCOOHOCTBIO
TEXHUYECKUX CPEACTB M  WH(POPMALMOHHBIX  TEXHOJIOTHH
oOecrieuynBaTh OECHPEISITCTBEHHBI JTOCTYNn K HWHGOpMAIUN
CyOBEKTOB, UMEIOIIUX HA 3TO MOJTHOMOYHS

3ammra WHQOpMAIMK, HampaBleHHAs Ha TPeNOTBpalleHUe
MOJIyYEHHUsl 3allUIIaeMoil HHGpOpMAIMU 3auHTEPECOBAaHHBIMU
CyObeKTaMH C HapyIIEHHEM YCTAHOBJIEHHBIX HOPMAaTHBHBIMU
U TIPaBOBBIMH JIOKyMEHTaMH (aKTam®) WM OOJNagaTelsiMu
nHopManuu TMpaB WIM MOpaBWI pasTpaHUYEHHs] JOCTyIa
K 3alUIIaeMoi nHpopmauu

Wndopmanus,  ABIAOMIAACS  MPEIMETOM  COOCTBEHHOCTH
W TIOJJIeKaIIas 3alluTe B COOTBETCTBHH C TPeOOBAHUSIMHU
IPABOBBIX IOKYMEHTOB WU TPEOOBAHUSMHU, YCTAaHABIMBAEMBIMHU
COOCTBEHHUKOM MH(pOpMaLIUn

[IpucBoenue cyobekTaM U 00bEKTaM JOCTYIAa UICHTU(PUKATOPA U
(1K) cpaBHEHHE TPEIBIBISEMOro UACHTU(UKATOpA C TepeUuHeM
MIPUCBOCHHBIX HJIEHTU()HUKATOPOB

CoBOKYNHOCTb cozepxalleiicss B 0a3ax JaHHbIX HH(pOpMaIu
1 00€eCIIeYnBAIOIINX ee 00paboTKy WH(}pOpMaIMOHHBIX
TEXHOJIOTHH U TEXHHUYECKUX CPEICTB

OTnenbHBIE JOKYMEHTBI M OTHEIbHBIE MAacCHBBI JJOKYMEHTOB,
JOKYMEHTBl M MacCHBBl  JIOKYMEHTOB,  COfepalluecs
B MH(OPMALIMOHHBIX cucTeMax (6ubnuorekax, apxuBax, (poHIax,
0aHKax JaHHBIX, HTHPOPMAIIMOHHBIX CUCTEMaX JPYTUX BHJIOB)
[Ipomeccrl, MeTonasl TOWCKa, cOOpa, XpaHEHHUs, OO0pabOTKH,
MIPEOCTABIICHUS, PACHPOCTPAHEHUs HH(POPMAIMM U CIIOCOObI
OCYIIECTBICHHSI TAKUX MTPOIIECCOB U METOIOB
Csenenus (coobmmenust, JTAHHBIC)
oT ()OpMBI KX TIPEJCTABICHUS

[IpoctpancTtBo  (TeppuTopusi,  374aHUE, 4YacThb  3JaHUs),
B KOTOPOM HCKJIIOYEHO HEKOHTPOJIUpPYeMOoe MpeObIBaHue JIMLI, He
UMEIOIINX MOCTOSHHOT'O WJIM Pa30BOro JOMYCKa, ¥ TOCTOPOHHUX
TPAaHCIOPTHBIX CPEJICTB

OO6s13aTenbHOE AJIS1 BBIITOJHEHUS JIMIIOM, TOJYYUBIIUM JOCTYI K
ornpeneneHHoN nHpopmanuu, TpeOoBaHHE HE MepeaBaTh TaKylo
nH(pOpMaIKIO TPETHUM JHUIaM 0e3 coriacus ee odmagarens
JleiicTBusi (omepanuu) C TMEPCOHATBHBIMH JTaHHBIMH, BKIIOUast
cbop, cucTemMaTH3alUio, HAKOIUIEHWE, XpaHEHUE, YTOYHEHUE
(oOHOBIIEHHE, W3MEHEHME), HCIOJIb30BAHUE, PACIPOCTPAHEHHE
(BTOM uncie mnepeaaudy), oOe3IMUMBaHHME, OJIOKUPOBAHUE,
YHUUTOKEHUE MEPCOHATBHBIX TAHHBIX

HE3aBHUCUMO



Omneparop

HepCOHaJ'IBHLIe JaHHBIC

VYrpo3za 6e3omacHoCTH
nHpOpMaIUn

VY S3BUMOCTD

IlemocTHOCTH

TpaXIAHWH WJIA  IOPUJUYECKOE JIUIO, OCYIIECTBIISIOIINE
JEATENbHOCTh 10 SKCIUTyaTallud HWH()OPMAIMOHHONH CHUCTEMBI,
B TOM 4HCIe TO 00paboTke HH(OPMAINH, COACpKAIICHCS
B ee 0a3ax JaHHBIX

JIrobass wH(poOpMaImsi, OTHOCAIIAACA K MPSIMO HIU KOCBEHHO
OIIPEICTICHHOMY HJIU OIIpeieNiieMOMY (hU3UYECKOMY JTHITY

COBOKYITHOCTb YCIIOBHM u (bakTopoB, CO3JA0IINX
HOTEHIUATbHYIO WIH peanbHO CYILIECTBYIOIIYIO
OIaCHOCTb, CBSI3aHHYIO c YTEUKON UHpOpMaITUU

W/WIA HECAHKIIMOHUPOBAHHBIMU ~ W/WJIM  HENpPeIHAMEPECHHBIMH
BO3JIEUCTBUSIMHU Ha HEe

Henocrarok (cmabocTh) MIPOrpaMMHOTr0
(TIporpaMMHO-TEXHHYECKOT'0) CpEeACTBAa WM WH(GOPMALMOHHON
CHUCTEMBI B IIEJIOM, KOTOPBIH (KOTOpasi) MOXKET ObITh MCIIOJIb30BaHA
IUIsL pealin3aluy yrpo3 0e30macHoCcTd HH(pOpMaIu
VYcroitunBocth MHQOpPMAMM K HECAHKIMOHHPOBAHHOMY
WJTU CITy9aifHOMY BO3JICHCTBHIO Ha HEE B Ipoiecce o0paboTku
TEXHUYECKUMH CPEJICTBAMHU, PE3YJIbTATOM KOTOPOrO MOXKET OBITh
YHUYTO)KEHUE U UCKa)KEHUE UH(OpMaIiH



T'OCTP
Tlonutuka

I'BJIOY

®OCB Poccun
OCTOK Poccun

OBO3HAYEHUA U COKPAIIIEHUA

I'ocynapcreennsiii crangapt Poccniickoit denepanuu

[Tonutuka wuHpoOpMaMOHHOM OGe3omacHocTH  ['ocygapcTBEHHOrO
OIOKETHOT'O JOIIKOIBHOIO0 00pa3oBaTeNbHOTO YUPEKICHHS JCTCKHIA
can Nel2 ITpumopckoro paiiona Cankr-IlerepOypra

['ocymapctBeHHOE€  OODKETHOE — JOMIKOIBHOE  0Opa3oBaTelibHOE
yupexaenue nerckuid cag Nel2 Ilpumopckoro paiioHa CaHKT-
[TerepOypra

denepanpHas ciayxoOa 6e3omacHocTn Poccutickoit deneparun
®enepanpHas ciy:x0a Mo TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO



1 OBIIME INIOJIOKEHUSA

Hacrosimas IlonmuTuka sBiI€TCS NOKYMEHTOM, ONPEACISAIONIMM HAIpPAaBJICHUS IESATEIBbHOCTH
B 00acTu obecneueHust ”HPOPMAIMOHHOM 6€30IaCHOCTH U MPEACTaBISIET COO0M CHCTeMaTU3UpPOBAHHOE
U3JIOKEHUE Lenell U 3amad HH(QOpMAalLMOHHOW O0€30MacHOCTH, KaK OJHO MJIM HECKOJIbKO MpPaBHII,
IpOLENYp, NPaKTUYECKMX IPUEMOB M PYKOBOAAIIMX NPHUHLMIIOB, KOTOPBIMH PYKOBOICTBYETCA
["ocypapcTeeHHoe 6loaKeTHoOE AoLWKONAbHOE 06pasoBaTesibHoe yupexaeHue aetckuii cajg Nel2 [Tpumopckoro
paiiona Cankrt-IletepOypra (manee-I'BJIOY), a Takxke OpraHM3alMOHHBIX, TEXHOJOTMYECKHX |
IPOLIETYyPHBIX ACIIEKTOB oOecnedeHns nH(POpMallMOHHON 0€3011acHOCTH.

[Tonoxenus nHacrosed [ToMUTHKM HE pacmpoCTpaHAIOTCA Ha obecriedeHrne MHGOPMaIMOHHON
0€30I1acCHOCTH CBEACHUI, COCTABISAIONINX TOCYAAPCTBEHHYIO TaliHY.

OcHoBHOM 3amaueii B obOmactu uHpopmamnmonHoit 6e3zomacHoctn ['BJIOY  mpusnaer
COBEpPILICHCTBOBAHHE MEP M CPEACTB OOECIEUCHHUs 3alUThl HHPOpMaIM HH()OPMAIIMOHHBIX PECYpPCOB
I'BAOY B KoHTEkcTe pa3BUTHUS 3aKoHonaTenbcTBa Poccuiickoit denepanii 1 HOPM pEryIHpOBaHUS
MH(GOPMALIMOHHON AEATENbHOCTH B TEKYIIUX YCIOBUAX (DYHKIIMOHUPOBAHUS MHPOPMALIMOHHOTO TOJIS.

[Tpu pazpaborke IIONIUTHUKK YUUTHIBAIMCH OCHOBHBIE MPHHIMIIBI CO3/QHUS CHCTEM 3alllUThI
uHbOpMaIuy, XapaKTEePUCTUKHU u BO3MOXXHOCTH OpraHM3allMOHHO-TEXHUYECKUX Mep
Y COBPEMEHHBIX ITPOrPaMMHBIX M allllapaTHO-IIPOrPAMMHBIX CPEJICTB 3allUThl HH()OpMAIUH.

B pamkax cBoeit nesrensHoctr I'BJIOY 00s3yercs npeAnprUHUMATh BCE BO3MOXKHBIE MEPHI IS
3anUThl HPOPMAITUH OT YIpo3 0E30MacHOCTH HHPOPMAIIHH.

TpebGoBanust HHPOPMAITMOHHOW OE30MTACHOCTH, COOTBETCTBYIOT 1eisiM niestenbHocTH ['BIOY n
IpeHa3HaYeHbl Ul CHI)KEHUS! PUCKOB, CBSI3aHHBIX C peaiu3anueil yrpo3 6e30macHocTd HH(OopMaIui.

[Tonutuka nocrynHa BceM padotaukam ['BJIOY u BceM oiabp30BaTeNsiM €ro pecypcoB.

2 IEJH U 3AJJAYHU OBECHEYEHUSA TH®OPMAIIMOHHON BE3ONMACHOCTH

Cy0bexTbl HHGOPMANMOHHBINH OTHOLICHHUMH

Cybwekramu mipu obecriedernn nHpopmannonHon 6e3omnacuocta B ' BJIOY sBustores:

PabOTHUKHU CTPYKTYPHBIX MOJIpa3ieseHul (B TOM UnCIIe YBOJIEHHBIE);

rpaxkaaHe, paboTarolre Mo JOroBopaM rpakJaHCKO-TIPaBOBOTO XapaKTepa;

duznuecKkue JHIA, TPEACTABUTENN KOHTPAreHTOB B paMKax HWCHOTHEHHUS JOTOBOPHBIX
0053aTENbCTB;

dbuszndeckue Jmia, nmoaasme odpamenne B agpec ' b0V,

IOpUAMYECKUE JIUIA, B paMKaX HUCIOJTHEHHS JOTOBOPHBIX 00S3aTEIbCTB WM BO HCHOIHCHHH
TpebOBaHMIT CO CTOPOHBI 3aKOHOAaTeNbCcTBa Poccuiickoit denepanuu;

OpraHbl TOCYJJapCTBEHHOM BJIACTH.

O0bexTbhl HHPOPMALMOHHBIX OTHOLICHHIT

O06bexTamMy HHGOPMALIMOHHBIX OTHOILLIEHUH SIBIISIFOTCS:

uHpopmarmonnsie pecypcol ' BIOY;

roCy/lapCTBeHHbIE  HH(POpPMAIIMOHHbIE  cuUcTeMbl  OmeparopoM  KOTOPBIX  SIBIISIETCS
I'BAOY;

nporiecchl 00paboTku nHpopManuu B uHGopMannoHHbIX cuctemax ['BJIOY, undopmanmonHbie
TEXHOJIOTHH, periiaMeHThbl u poLEeAypPHI cbopa, 00paboTKH, XpaHEeHus
U niepeauu uHpopMaluu;

uHpopmarmonHass ~ WH(pPACTPyKTypa,  BKIIOYAIONIAs  CHUCTEMBI  OOpaOOTKH,  XpaHEHUS
U aHanu3a WH(OpMaIlMu, TpOrpaMMHBIE U TPOrPaMMHO-AIIApPaTHBIE CPEJCTBA, B TOM YHWCIE KaHAJbI
CBSI3U U TETIEKOMMYHUKAIINH;

CUCTEMBI U CpEJICTBA 3alllUThl MH(OpMalUU, OOBEKTHl U MOMEUIECHHUS, B KOTOPBIX pa3MeEIICHBI
cpenctBa 00paboTkr HHGOPMALIHH.

Henu odecneyeHuss NHPOPMALMOHHOI 6€30MACHOCTH

OcHoBHOI1 11eBI0 OOecrieuenust nHpopmarmonnon OezomacHoctu ['BJIOY sBnsroTcs mercTBus
HAIpaBlIeHbl Ha JOCTHKEHHE 3alllUThl CYOBEKTOB HMH(OPMALMOHHBIX OTHOIIEHUH OT BO3MOKHOT'O
HaHECEHUs] MM MaTepHaJbHOro, (U3NYECKOr0, MOPAIbHOTO WM MHOro Yyiepba, MOCpeacTBOM
CIIy4aiiHOT O 158107 MPEIHAMEPEHHOr O BO3JICUCTBUS Ha uHpopmaruio,



B TOM YHCJIE!

obecrieyeHus OTKa30yCTOWYUBOTO (GyHKIMOHUPOBAHUS MPOrPaMMHBIX
u anmnapaTtHo-miporpammubix cpeactB ' BAOY u npenocraBisieMbIX CEpBUCOB;

coOJII0/IeHUs [TPaBOBOI'0 PEKMMa UCIIOIb30BAaHUS MAaCCUBOB U CpPe/ICTB 00paboTKU MH(pOpMaIuu;

NPEIOTBpAIICHHS] pealu3aluu yrpo3 0e30macHOCTH HH(OpMAalMUU TMPU  OCYIIECTBICHHUH
nestrenbHocTH ['B/IOY.

3agaum odecneyeHusi UHGpoOpMaIHOHHON Oe30MaCHOCTH

Hoctwxkenue neneid obecneueHuss MHGOpMAIMOHHONW O€30MacCHOCTU U CBOMCTB HH(OpMAIUH,
I'BAOY pemraercs cneAyomUMH 3aJja4aMu:

3alIUThl OT HECAaHKIIMOHUPOBAHHOI'O JOCTYIA K HH(OPMAaLIMOHHBIM pecypcaM;

pasrpaHUYeHHs] JOCTyMa IMONb30BaTelnel K WH(OPMALMOHHBIM, ammapaTHbIM, MPOrPAMMHBIM
Y UHBIM pecypcam;

PETUCTpPAIMH 1 IEPHUOTUISCKOT0 KOHTPOJIS IEHCTBHI MOIb30BaTeIeH mpu 00paboTKe 3aluiaeMon
UHGOPMALIUHU U IEPUOIUUECKUN KOHTPOJIb KOPPEKTHOCTH UX JEHCTBUIA;

KOHTPOJIS LIEJIOCTHOCTHU CPE/Ibl HCIIOIHEHUS IPOrPaMM U €€ BOCCTAHOBJIEHHE B CIIy4ae HapyILIECHNUS;

obOecrieueHuss  ayTeHTU(HUKAMU W WACHTU(PUKAIUM  TOJH30BATENECH,  y4acTBYIOIIUX
B UH(POPMAITMOHHOM OOMEHE;

obecrieueHus HCIIPABHOCTH PUMEHSIEMBIX B MH(POPMALTMOHHBIX cucTemMax
I'BAOY cpencts 3amuThl HHPOPMAITUH;

CBOEBPEMEHHOTO BBISIBJICHHE HCTOYHHKOB yrpo3 Oe3omacHocTH HWHGPOpMAIUU, MNPUYUH
U YCJIOBUH, CIIOCOOCTBYIOUIMX HAaHECEHUIO yiiepOa 3aMHTEpecOBaHHBIM CyObeKkTaM MH(pOPMAIMOHHBIX
OTHOIIICHU;

CO3/IaHHEM CIYKObl MOHHTOPMHIAa W pearupoBaHMsl Ha Yrpo3bl 0Oe30macHOCTH HWHpOpMaIuu
Y HETaTUBHBIE M1OCIIEACTBHS,

CO3/IaHHMEM YCJIOBUH A1 MUHMMM3AIMM HAaHOCHMOTO yIlepOa HEeNmpaBOMEPHBIMH JIEHCTBUSMH, U
yCTpaHEHHE TOCIEACTBUI HapylieHus nHhopMannoHHoi 6e3omacHocty B 'BJIOY.

Pemenue Brimenepeunciaennsix 3a1a4 B I'bJIOY ocymiecTBisieTcs ocpecTBOM:

yuyeTa BCeX MOAJIeKALUX 3alluTe HHPOPMAIIMOHHBIX PECYPCOB;

KYypHAJIMPOBAHUS JIEHCTBUI TMepcoHana, OCYIIECTBISIONIEIO OOCTYKHBAaHHE U MOAU(PHUKAIUIO
MPOrpaMMHBIX U IPOTPaMMHO-aNapaTHBIX CPEJCTB HH(OPMALIMOHHBIX CUCTEM;

periaMeHTaluu  TpoleccoB 00paboTku uHpopManuu, AeictBuii pabotHukoB ['BJIOY,
OCYIIIECTBISIONIUX SKCITyaTalMi0 MPOrPaMMHBIX U MPOrpaMMHO-alMapaTHbIX CPEICTB, Ha OCHOBE
YTBEPKJICHHBIX OPraHU3AIMOHHO-PACTIOPSAUTEIBHBIX TOKYMEHTOB IO 3alMTe HHPOpMaIUH,

Ha3HA4YeHMs] U TOJArOTOBKON pabOTHUKOB, OTBETCTBEHHBIX 3a OpPraHU3alMI0 U OCYILECTBICHHE
MEPOIPHUATHH 110 0becreueHno nHpopMarnoHHo# 6e3onacuoctu B B0V,

HAJCTICHUST KAXKIOro pabOTHWKA MHHHMAIbHO HEOOXOJAMMBIMHM TpaBaMu TMpH  pabore
B MH(OPMAIIMOHHON UHPPACTPYKTYPE COTTIACHO UX JTOJMKHOCTHBIM 00SI3aHHOCTSIM;

coOMoieHHs BceMU pabOTHUKAMU, SKCIUTYaTHPYIOUIUMH M OOCTY>KHMBAIOIIMMHU MPOrpaMMHBIE U
porpaMMHO-aNapaTHble CpeCcTBa, TPEOOBAHUIN OpraHU3alMOHHO-PACTIOPSIUTEIbHBIX JOKYMEHTOB 110
BOMpocaM oOecrieueHusT THPOPMAIIMOHHOM O€30IMaCHOCTH;

MEPCOHANILHOM OTBETCTBEHHOCTBIO Ka)XKJOr0 pabOTHHMKA 3a CBOM JEHCTBHS, YYacTBYIOILIETO
B paMKax CBOMX (YHKIMOHAJIBHBIX OOf3aHHOCTEH B IpoOLECCax aBTOMATU3MPOBAHHOM 00pabOTKU
MH(pOpMaIMU U UMEIOILEro JOCTYI K pecypcaM HH(OPMAIIMOHHBIX CUCTEM;

peanu3anyeldl TEXHOJOTMYECKHX TPOIEeccCOB 00pabOoTKM HH(OpPMAMM C HCIOIb30BAaHUEM
KOMILJIEKCOB OPTaHU3aI[MOHHO-TEXHUYECKUX MEp 3aIIUThl IPOrpaMMHOI0 O00ECIIEUEHHUs, MPOrPaMMHO-
anmnapaTHbIX CPEICTB,;

OPUHATHS MEp MO O0ecleueHUI0 (PU3NYECKON LEeNOCTHOCTH MPOrpaMMHO-aNNapaTHBIX CPEICTB
MH(POPMALIMOHHBIX CUCTEM U TOJIepKaHeM HE00XO0IMMOr0 YPOBHSI 3aIIUIIIEHHOCTH KOMIIOHEHTOB;

UCIOJIb30BaHUSl TMPOTrPpaMMHBIX W MPOrpaMMHO-AINIAPATHBIX CPEJICTB 3alUThl HMH(OpMaLUU
obpabarsiBacMoM B ' BJIOY u aaMUHUCTPATHBHOM MOAAECPKKON WX MCTIOIb30BAHHUS,

KOHTPOJIS ~ COONIIOJICHUS ~ TOJNb30BATENIIMH  MH(POPMAIMOHHBIX ~ CHUCTeM  TpeOoBaHMMU
o obecneyeHn o nH(POpMaIMOHHON 0€30MMacCHOCTH;



npoBeneHusl aHanm3a 3(GGEKTUBHOCTH NPHUHATHIX MEp 3aIUThl WHOOpPMAIUU U MPUMEHSIEMBIX
cpencts 3amuTthl nHGopmaruu B ' BJIOY;

pa3paboTKH B peali3aiuy MPEII0KESHIH 110 COBEPIICHCTBOBAHUIO CHCTEM 3allIUTHl HHPOPMAIUH B
I'BJIOY.

3 MPUHIMIIBI OBECIIEYEHUS UH®OPMAIIMOHHOMN BE3OIMACHOCTHA

Obecrieuenrie MHGOPMAITMOHHON OE30MACHOCTH, JOJKHO OCYIIECTBIATECS B COOTBETCTBUU
CO CIIEAYIOIIMMH OCHOBHBIMH ITPHHIIATIAMH:

IIpyHUOMI 3aKOHHOCTH

IIpu BbIOOpE MepompuaATHH MO 3amuTe HH(OpPMAIMM, IOIKHO COONMOaThes ACHCTBYIOLIEE
3akoHoaTenbcTBO Poccuiickoit @eneparu B cdepe 3aiuThl HH(GOpMaIUu.

Bce pabGoTHUKM HOMKHBI WMETh MpeAcTaBiIeHHE 00 OTBETCTBEHHOCTH 3a IPaBOHAPYILICHHS
B cdepe 3amuThl HHPopMaruu. [IporpamMuo-anmnapaTtHsie cpenctsa, npuMensiemsie B [ BJIOY, nomkHbI
UMETh COOTBETCTBYIOIINE JUICH3UH, OPHUIIHATIHHO MPHOOPETAaThCS Y MPEICTaBUTENEH pa3padOTIMKOB
ATUX CPEJCTB WJIH SABJATHCS UHTEIIEKTyalIbHOU coOcTBeHHOCTRIO ['B/IOVY.

IpuHIUN CHCTEMHOCTH

[Ipu co3maHuMM CHUCTEMBI 3alIUTHI JOJDKHBI YYUTHIBATHCS AaKTyallbHBIE YIPO3blI O€30MacHOCTH
uH(popMaIu, BO3MOXKHbIE 00BEKTHI U HANpaBJICHHUS aTak Ha Hee cO CTOpOHBI Hapymuresneil. Cucrema
3alIUThl JJOJDKHA CTPOMTHCS C YYETOM HE TOJBKO M3BECTHBIX KaHAJOB YTEUKHM MH(OPMAIUHU, HO U C
Y4ETOM BO3MO)KHOCTH TIOSIBJICHUSI HOBBIX YS3BUMOCTEH B MIPOrpaMMHOM OOECTICUEHHH .

IIpyHIMN KOMILJIEKCHOCTH

KomrnekcHoe HcCIonb30BaHUE CPEJACTB 3allUThl MH(OpManMM MpearnoiaraeT CoriacoBaHHOE
IPUMEHEHHE TPU TIOCTPOCHUM LIEIOCTHOM CHUCTEMBI 3alUTHI, MEPEKPHIBAIONICH BCE CYIIECTBEHHBIE
yrpo3bl 0€30MacHOCTH UHPOPMALMK. 3alIUTa JOHKHA CTPOUTHCS J1leIoHupoBaHo. dusnyeckas 3amura
JOJKHA 00ecreuynBaThCs PU3NYECKUMU CPEICTBAMH U OpPTaHU3alMOHHBIMU MEPAMU.

[Ipu mocTpoeHnu, BHEAPEHUH U HKCIUTyaTallud CHCTEMBl 3alUThl WH(POPMAlUU PYKOBOACTBO
I'BAOY obecnieunBaet ycnoBus i 3PGEKTUBHON KOOPAMHALINY IEHCTBUN BCEX JIUL, 00ECTIEYMBAIOLINX
nH(pOpMaITMOHHYIO 0€30MMacHOCTb.

IIpuHIUI CBOCBPEMEHHOCTH

Pa3zpaborka cuctembl 3amuThl WHGOPMAIMH JIOJDKHA BECTHCH MapajluIeIbHO C pa3paboTKOi
u  uHGOPMAIIMOHHOM  cHCTeMBl. OJTO  TO3BOJIUT  y4yecTb  TpeOoBaHUS  0Oe30MacHOCTH
OpU TPOSKTUPOBAHUHM APXUTEKTYphl M, B KOHEYHOM cYeTe, co3Aarh Oonee 3 ¢deKTUBHBIC
WH(OPMAITMOHHBIE CHCTEMBI, 00JIaAa0IIHe JOCTATOYHBIM YPOBHEM 3aIIUIEHHOCTH.

[IpuHUMI TPpeeMCTBEHHOCTH

[TocTosiHHOE  COBEpIICHCTBOBAHWE MEp M CPEACTB 3allUThl HMH(POPMALMU HA OCHOBE
MPEEMCTBEHHOCTH OpPTaHM3AalMOHHBIX M TEXHUYECKHX peIIeHUH, KaJpoBOrO COCTaBa, aHalu3a
GyHKIMOHUPOBAHUS HMHGOPMAIMOHHBIX CHCTEM M CHUCTEMbl €€ 3alllUThl C Y4eTOM H3MEHEHUi
B METO/IaX U CpeCTBaxX MepexnBara HHPOPMALMU, HOPMATUBHBIX TPEOOBaHMI MO 3aIuTe HHPOPMAIUH.

IpuHIMI 10CTATOYHOCTH

CooTBeTcTBHE YpOBHS 3arpaT Ha oOecnedeHue WHQPOPMAIMOHHOW O€30MacCHOCTH M IIEHHOCTH
MH(OPMAIIMOHHBIX PECYPCOB HA BEIMYMHY BOZMOXKHOTO yiiepOa OT UX pas3rialleHus, YHUUTOXKEHUS U
UCKakeHUs. lcmonbp3yeMble Mepbl W CPEACTBA 3allUThl HMH(OpMAMM HE JMJOJDKHBI YXYALIaTh
HSPrOHOMHYECKHE MTOKA3aTeNH KOMIIOHEHTOB HH(POPMAIIMOHHBIX CHCTEM.

IIpyHIMI OTBETCTBEHHOCTH

BosnokeHne OTBETCTBEHHOCTH 3a oOecrieueHue 6e30nmacHocTd MHPOpMauu U ee 00paboTKH Ha
Ka)XJ10r0 pabOTHHKA B TIpe/ieiaX ero MOJHOMOYHNA. B COOTBETCTBUY ¢ ATHM MPUHITUIIOM paclpeacieHue
paB ¥ 00s13aHHOCTEH PAaOOTHUKOB CTPOUTCS TaKUM 00pa3oM, YTOOBI B cllydae JI000ro HapymeHus Obla
U3BECTECH HAPYIIUTEb.

IpuHIMN 000CHOBAHHOCTH M TEXHHYECKOH pean3yeMoCcTH

NudopmanmoHHble TEXHOJIOTUHU, MPOTPAMMHBIE M IMPOrPAMMHO-ANNapaTHBIE CPEJICTBA, MEphI
3amMThl UHGOpMAIMK JODKHBI OBITh PpEAIN30BaHbl 0 COBPEMEHHBIM PpEIICHUSM, OOOCHOBAHBI
C TOYKH 3PEHUS IOCTIDKEHHs 3aJIaHHOT'O YPOBHS 3alIMIIEHHOCTH HWH(OpMAMA M SKOHOMHYECKOW



1eJIeCOO0OPAa3HOCTH, @ TaKKE€ COOTBETCTBOBATH  YCTAHOBJICHHBIM HOpPMaM M TpeOOBaHUAM
1o 6e30MacHOCTH UHPOPMALIUH.

Ipunuun npogeccuonaauzma

Peanuzanus Mep 3amuThl MHPOPMALIMU U IKCIUTyaTal[Usl CPEJCTB 3aIIMTHI MH(OPMAIUU J0JKHA
OCYILECTBIATHCS MPO(HECCHOHATIBHBIMU CIIELUATNCTAMHU.

[IpuBneuenne crnenMaaIu3MpOBaHHBIX OpPraHM3alMi K pa3pabOTKE CPEACTB M pealu3aluu Mep
3alUThl MHGOPMAIMH, IOATOTOBJICHHBIX K KOHKPETHOMY BHJy JESTEIbHOCTH 10 OOECIEeueHUI0
0e3onacHOCTH MH(OPMAIIMOHHBIX PECYPCOB, UMEIOIIUX OIBIT MPAKTHUYECKOM pabOThl M JIMLEH3UU HA
IIPaBO OKa3aHUs YCIYT B 3TOH o0nacTu.

I[IpuHIMI MUHUMHU3AaLUH IPUBHIIETHH MOJIb30BaTe el

ObecnieueHne Moyb30BaTeNCH NPUBUIETMSIMA MUHUMAIbHO JOCTATOUYHBIMU JJIs1 BBIOJHEHUSI UMU
CBOMX JIOJDKHOCTHBIX 00si3aHHOCTel B 'BJIOY.

4 OCHOBHBIE TPEBOBAHUA 110 3BAIMTE UHOOPMALIUAU
OI'’PAHUYEHHOI'O JOCTYIIA

Cucrema 3ammThl HHQOpPMALMM JOIDKHA MPEIyCMATPUBATh KOMIUIEKC OpraHU3alMOHHBIX,
IPOrpaMMHBIX U IPOrpaMMHO-aINIapaTHBIX CPEACTB M Mep IO 3aluTe MH(OpMaluu B IPOLECCE
ee 00paboOTKH.

Brinonnenue TpeboBaHMii 1OCTUTAETCS 3a CUET pealiu3alui Ha 00beKTax HH(POpMATU3aLUU MEp 110
3ammTe HHPOpMAITHH:

UACHTU(UKAITUY U ayTeHTU(PUKAIUA CYOBEKTOB TIOCTYIAa U OOBEKTOB JOCTYIIA;

YIPaBICHUIO JOCTYIOM CYObEKTOB JJOCTYIA K O0ObEKTaM JIOCTyIa;

OrPAaHUYEHUIO IPOTPAMMHON CPEJIBI;

3alIUTe MallIMHHBIX HOCUTENEH MepCOHAIbHBIX JaHHbIX;

perucTpanuu coObITUN OE30MaCHOCTH;

AQHTUBHUPYCHOM 3aILHUTE;

00HapyKEHHUIO BTOPKECHUI;

KOHTPOJTIO (aHAJIKM3Y) 3alIMIIEHHOCTH NMEPCOHANBHBIX JaHHbIX;

00€CTIeYeHN IO [EIOCTHOCTH HH(POPMAITMOHHON CUCTEMBI M TEPCOHATIBHBIX JJAHHBIX;

00€CIIEUEHHUI0 JOCTYITHOCTH MEPCOHATIBHBIX JIaHHBIX;

3alIUTHI CPEbl BUPTYaIH3aliy;

3alUThl TEXHUUECKUX CPEJCTB;

3aIUThl HHOOPMAIMOHHON CUCTEMBI, €€ CPEJICTB, CHCTEM CBS3H U MEpeadu JaHHBIX;

BBISIBJICHUIO MHIIMJIEHTOB U PearupoBaHUE HA HUX;

yIpaBIeHUIO KOHPUTYypanuei MHPOPMALMOHHOW CHCTEMBI M CHCTEMBbI 3aIIMTHI MEPCOHATBHBIX
JTAHHBIX.

I'BOY, xak obmamatens WHGOPMAIMK OIPAHMYCHHOTO JOCTYMa, MPU OCYIIECTBICHUH CBOUX
npaB 00s13aHO:

co0oIaTh IpaBa ¥ 3aKOHHBIE MHTEPECHI WHBIX JIUIL;

MPUHUMATh HEOOXOAUMbIE MEPHI MO 3alUTe UHPOpMAIIH;

OrpaHUYUBATH JAOCTYI K HH(GOpPMAIUH, €CITU TaKasi 00s13aHHOCTh YCTAaHOBJICHA 3aKOHOAATELCTBOM
Poccuiickon ®@enepannu.

B tom umncne I'BIOY, BopaBe eciu MHOE HE MPEIYCMOTPEHO 3aKOHOAATENILCTBOM Poccuiickoii
Oeneparuu:

paspemiath WiIK OrpaHMYUBATh JOCTYN K MH(QOPMALUHU, ONPEAETATh MOPSIOK U YCIOBHS TaKOTO
JIOCTYTIA;

HCIIOJIb30BaTh MH(POPMAIINIO, B TOM YHCIIE PACIIPOCTPAHSITH €€, 10 CBOEMY YCMOTPEHUIO;

nepeaaBaTh UHGOPMAIMIO JPYTUM JIMIAM Ha YCTaHOBJIEHHOM 3aKOHOAATENbCTBOM Poccuiickoii
denepaluv OCHOBaHUH;

3alUIIaTh YCTAaHOBJICHHBIMU 3aKOHOJaTeIbCTBOM Poccuiickoit deneparuu criocobamu CBOU IpaBa
B Cllyyae HE3aKOHHOT'O MOITYy4eHUs] MH(POpMAIK UM €€ He3aKOHHOT'O MCITOJIb30BaHMsI HHBIMU JINLIAMH;



OCYIIECTBIISITh UHBIE ICHCTBUSA ¢ HH(OpMaIMel WK pa3peniaTh OCYIIECTBICHUE TaKUX JICUCTBUH,
eciu 3TH JIeUCTBUSA HE MIPOTHUBOPEYAT benepaibHBIM 3aKOHaM u IpYruMm
HOPMaTUBHO-TIPABOBBIM akTaM Pocculickoit @enepanuu.

3amuTa nH(GOpMALIUK OrPAaHUYEHHOI'0 JOCTYIIA MPEICTaBIsIeT COO0M MPUHATHE OpraHU3aL[MOHHBIX
Y TEXHUYECKUX MEp, HallpaBJIEHHBIX Ha!

coOmroieHne KOH(PUACHIIMATHHOCTH WH(OpManuu (MCKIIOYEHHE HEMPaBOMEPHOr0 JOCTYIIA,
KOMMPOBaHUS, NPEJOCTaBICHUS UM pacIpOCTpaHEHUs HHPOPMAIIHH);

o0ecrnieueHune 1eJ0CTHOCTH NHpopMaIiy (UCKIII0UEeHUE HEMPaBOMEPHOTO YHUUTOXECHUS
Wi Moau(UIMpOBaHMs MH(OpMAITIH);

peanu3ayio mpaBa Ha JOCTYN K WHpOpManuu (MCKIIOYCHHE HEMPaBOMEPHOTO OJIOKHUPOBAHHS
uHpopmarun).

CpencrBa 3ammThl MHGOpPMAIMM BHEAPSIOTCS IO pe3ylbTaTaM IpPOBEACHUS OLCHKH PHCKOB
MH(POPMAIIMOHHOM O€30MaCHOCTH.

Opranuzanus 3amuTbl UHGOpMAIUH

I[Ipu opranmzamuu B ['BJIOY 3anmrel MHPOpPMAIUMHM, JOMKHBI BBINOJHATECS TPEOOBAaHUS
®enepanpHoro 3akoHa ot 27.07.2006 Ne 149-03 «O06 nrpopMaruu, HHGOpMAITMOHHBIX TEXHOJIOTUAX U
0 3alluTe uHpopMauny, KOTOpBbIE PEryiaupyroT OTHOLIECHMUS, CBSI3aHHBIE
C YCTaHOBJICHHEM, H3MEHEHUEM U IIPEKPaLIeHUEM pekuMa 00paboTKH 3aiuiiaeMoit napopmanuu. B rom
qrcie TpeOOBaHMsI O 3aIKTe HH(POPMAIINU, HE COCTABIISIONIECH rOCyIapCTBEHHYIO TalfHy, CoJiepKalecs
B TOCYJIapCTBEHHBIX HH(MOPMAIIMOHHBIX CUCTeMax yrBepkiaeHHble mpukazoM DCTIK Poccum ot
11.02.2013  Ne 17 «O6  yrBepxkaeHuu  TpeboOBaHMM O  3ammre  MHGpOpMaLHUH,
HE COCTaBJIIOIIEH TOCYIapCTBEHHYIO TaifHy, CoJepKalleiicsi B roCyJapCTBEHHBIX HMH(OpMaIMOHHBIX
CUCTEMaX)» IE roCy/1apCTBEHHBIX MH(OPMaLMOHHBIX CUCTEM 1o KOTOPBIM
I'BAOY sBaserca OnepaTtopom.

B Komurere momumo peanu3aiui OCHOBHBIX MEp 3allUThl HHPOPMAIUH OCYIIECTBISETCS:

peryiasipHass ~ OI€HKa W yOpaBJICHHE  pUCKaMH  WHGOPMAIMOHHOW  0€30MacHOCTH
B COOTBETCTBUU C YCTAHOBJICHHBIMU MPOLIEAYPAMU B 00JIACTH YIIPABJICHUS PUCKAMU;

UH(POPMUPOBAHUE, obyueHue u IIOBBILICHUE KBaJIM(pUKAIIH pabOTHUKOB
I'BAOY B chepe nHPOpMATMOHHON OE30IMACHOCTH;

MeTOoruecKast MOMOIIs pa0OTHUKAM B BOIIpocax obecreueHus: HH(GOPMAIMOHHON 06e30MacHOCTH;

aHaJN3 ¥ MOMCK BO3MOXKHOCTEH I10 MOBBIIICHUIO YPOBHS 3alIUILEHHOCTH UH(OPMALIHH.

Jst opranmzanuu 3anmuThl uHGopMmaruu, ['BJIOY BmpaBe NpuUMEHSTH CpPEIACTBA H METOJBI
TEXHUYECKOHN 3alllUThl, NPEANPUHUMATh Pyryue, He MPOTUBOPEUAINE 3aKOHOAATENbCTBY Poccuiickoi
denepannuu, MEPHIL.

B pamkax obecnieueHus 3ammThl MHPOPMAIMH, B paMKaX TPYAOBBIX OTHOUICHHH HEOOXOIMMO
O3HAaKOMHTbH O]l POCHUCH PAOOTHUKOB, JOCTYN KOTOPBIX K MH(GOpMAlUu OrpaHUYEHHOIO JOCTYIIa,
HEOOXOJIUM JUISl BBIMOJIHEHUS MU CBOMX JOJDKHOCTHBIX OOS3aHHOCTEH, € MepedyHeM HH(opMaruu
OrpaHUYEHHOro J0CcTyna, U NpuHATeIMU B ' BJIOY Mepamu 3ammThl nHGOpMALIHH.

OCo0eHHOCTH 321U THI NEPCOHATBHBIX JAHHbBIX

[Tpu opranuzamnuu oopadotku B 'BJI0Y nepcoHanbHbIX JaHHBIX HEOOXOIUMO PYKOBOJICTBOBATHCS
TpeOOBaHUSAMHU denepaabHOro 3aKOHa oT 27.07.2006 Ne 152-03
«O nepCcoOHaIbHBIX JaHHBIX).

[lepeuenr Mep, BbIMONHEHHME KOTOpbIX obOecneunBaer ['BJIOY B kauectBe omepaTtopa
NIEPCOHAIIBHBIX JaHHBIX, JOKEH BKIIIOUATh!

HazHadyeHue B ['6/I0Y oTBeTcTBEHHOr0 3a OpraHu3anuoo 00padOTKH NEPCOHATBHBIX JaHHBIX;

pa3paboTKy JOKYMEHTOB, ONPENENSIONIMX IMpaBUiia B OTHOUICHHH OOpPaOOTKH MEepCOHAIBHBIX
nanHbiX B [BJIOY, JI0OKaNbHBIX aKTOB IO BOMpPOcaM 00paOdOTKU MEPCOHAIBHBIX TaHHBIX;

IPUMEHEHUE OpraHM3al[MOHHBIX W TEXHUYECKUX Mep IO 00ecledeHuo Oe30M1acHOCTH
MEePCOHATBLHBIX JIAaHHBIX B COOTBETCTBHHM cO cTaThedd 19 ®DenepanpHoro 3akona ot 27.07.2006
Ne 152-03 «O nepcoHaNbHBIX JaHHBIXY;

BBINIOJIHEHHE TPEOOBAHMM MO COCTABY U COIEP)KAHUIO OPraHU3alMOHHBIX U TEXHUYECKUX Mep IO
obecrieueHnI0 6€30MaCHOCTH EPCOHANTBHBIX JAHHBIX MPU UX 00pa0OTKe B MH(POPMAIIMOHHBIX CHCTEMaX
NEpCOHANBHBIX JaHHbIX YTBepkAEHHBIX Ilpukazom PCTOK Poccum or 18.02.2013 Ne 21 «O6



YTBEPXKIACHUM COCTaBa U COJEP)KaHHA OPraHU3alMOHHBIX M TEXHUYECKUX Mep IO 00eCHedyeHHUIo
0€30IacHOCTH MEPCOHANBHBIX TaHHBIX MPU UX 00paboTKe B MH(OPMAITMOHHBIX CHCTEMAaX MEePCOHAIBHBIX
TAHHBIX);

OLICHKY BpeJa, KOTOPBIH MOXET OBbITh MNPUYMHEH CYOBEKTaM TIEPCOHAIBHBIX JaHHBIX
B ciydyae HapymeHus @enepanpbHoro 3akoHa No 152-d3, cooTHoOIIeHHWE YKa3aHHOTO Bpeaa
U TIPUHUMAaEMBIX OIEepaTopoM Mep, HAIpaBICHHBIX Ha oOecreueHHe BBITIOIHEHUS OO0sI3aHHOCTEH,
npenycMotpeHHbIX DenepanbHbiM 3akoHOM Ne 152-D3;

o3HakomiieHne pabotHukoB ['BJIOY, HenmocpeACTBEHHO  OCYIIECTBISAIONIMX  0OpabOTKY
MEPCOHANBHBIX ~ JAaHHBIX, C  TOJNOXKEHUSIMH  3aKoHonmarenbcTBa  Poccuiickoit ~ ®Deneparnuu
0 TIEPCOHAITBHBIX JAHHBIX, B TOM YHCJIC TPSOOBAHUSAMH K 3aIIUTE MEPCOHATBHBIX JAHHBIX, JOKYMEHTAMH,
onpenenstomumu TpedoBarus 'BJIOY B orHOmeHnn 00pabOTKH MEPCOHATBHBIX JaHHBIX U 00yYeHHE,
pU HEOOXOJJUMOCTH, YKa3aHHbBIX PAOOTHUKOB.

Ob6ecrieueHre 0€30aCHOCTH MIEPCOHATBHBIX JTAHHBIX JOCTUTACTCS, B YaCTHOCTH

OlpeieNiecHueM  Yrpo3 M HapymmuTenell  0e30MacHOCTH  MEPCOHAIBHBIX  JTAHHBIX
pu ux 00paboTKe B MH(POPMAIIMOHHBIX CHCTEMaX IMEePCOHATBHBIX TaHHBIX;

ONlpeNeIeCHUeM  YPOBHS  3alIMIIEHHOCTH  TEPCOHAJIBHBIX  JaHHBIX B COOTBETCTBUH
¢ TpedoBanusmu [locranoBnenus [IpasutenscTBa Poccuiickoit @eneparuu ot 01.11.2012 Ne 1119 «O6
VTBEpXKIACHUM  TpeOOBaHMW K  3al[UTe  TMEPCOHANBHBIX  JAHHBIX OpH  UX  00paboTke
B MH()OPMAITMOHHBIX CUCTEMAaX NEPCOHABHBIX JTaHHBIX);

MPUMEHEHHUEM IPOIIEIIINX B YCTAHOBJICHHOM IOPSJIKE MPOLEAYPY OLIEHKH COOTBETCTBUS CPENICTB
3alIUThl HH(pOpMaInu;

OLEHKOW 3((EeKTUBHOCTH MPHUHUMAEMBIX MEp IO 3alIUTe IMEPCOHAJIBHBIX JAaHHBIX JO BBOJAA
B DKCIUTyaTaluio0 HH(OPMAIIMOHHON CHCTEMBI TEPCOHAIBHBIX TaHHBIX;

BOCCTAHOBJICHHEM I[E€PCOHANBHBIX JIaHHBIX, BCJIEJICTBUE IMOJNYYCHUS HECAHKUHOHHUPOBAHHOIO
JOCTYIIa K HUM;

YCTQHOBJICHHMEM  TPaBWJI  JOCTyHa K  TIEPCOHAIBHBIM  JaHHBIM,  00pabaTbIBaeMbIM
B UH(GOPMAIIMOHHBIX CHCTEMax IEPCOHAJbHBIX JaHHBIX, a Takke OOEeCreueHuEeM perucTpauu
U y4yeTa BceX JCWCTBUIA, COBEpIIAEMBIX C MEPCOHATHHBIMU JaHHBIMH B MH(POPMAIIMOHHBIX CHCTEMax
MEePCOHAITLHBIX JTAHHBIX;

KOHTPOJIEM 3a MPUHHUMAEMbIMU MEpaMHU MO 3allUTe MEPCOHATBHBIX NAHHBIX U OMPEIEIEHHOTO
VPOBHSL  3AIMIICHHOCTH HWH(POPMAIIMOHHBIX CHCTEMaX MEpPCOHATBHBIX JaHHBIX B  TIpoIecce
ee IKCILTyaTaIiH.

5 OCHOBHBIE TPEFOBAHMUSA K ITIPOHECCAM OBECIIEYEHUSA
UH®OPMAIIMOHHOHM BE3OIIACHOCTHU

Metoandeckoe PYKOBOJCTBO, Pa3pabOTKy pEUIeHWH IO 3amuTe WH(GOPMAalWU, COTJIACOBAHUE
BBIOOpA CPEACTB BBIYUCIUTEIHHOW TEXHUKH, MPOTPAMMHBIX U MPOrpaMMHO-aNMapaTHBIX CPEJCTB
3alUThl HH(OPMAIUU, OPTAaHU3AIMIO PAOOT MO BBISBJICHUIO BO3MOKHOCTEH U MPEIYNPEKICHUIO YTEUKU
U CBOICTB 3amuIiaeMorl WHGOpPMAIMH, aTTECTAIl[UI0 OOBEKTOB WH(GOPMATU3AIMU OCYIIECTBIISIFOT
KOMITETEHTHBIE CTPYKTYpHbIe noapasaeneuus I'bJIOY.

dusuveckas 0€30MACHOCTD

[IpuHATHIE OpraHU3allMOHHbIE U TEXHUUECKHE Mepbl 110 3amuTe nomemenuit ['b/I0Y, cepsepHoro
U KOMMYTAI[MOHHOTO OOOpYyIOBaHHUS, AaBTOMAaTU3UPOBAHHBIX pPabOUMX MECT IOJb30BaTeNen
uHpopmarmonnbix cucteM ['BJI0Y obecnieunBaroT peanusanuo caeayoumx Mep mno:

pasrpaHuyeHuIo 1octymna padboTHrkoB B moMerieHust ['6/I0OY B cOOTBETCTBHH C UX TTOTHOMOYHSIMU
Y JTOJDKHOCTHBIMU OOSI3aHHOCTSIMU,

peructpauuu (HakToB BXoAa paOOTHMKOB B IOMEIIEHHS B KOTOPBIX BeleTcs 00paboTka
MEPCOHATIbHBIX JIAHHBIX;

KOHTpOJUpyeMoMy TpedbiBanuio moctopoHHux juil B ' BJIOY B momernieHus, B KOTOPBIX BEACTCS
oOpaboTka wMH(OpPMAMM OrPaHUYEHHOrO JOCTyma W pa3MeIleHbl anmnapaTHble CpeicTBa
nH(OPMAITMOHHOMN CHCTEMBI,

OpPTaHM3AIMH PEKHMa KOHTPOIHPYEMOT'0 BHOCA/BBIHOCA CPEACTB 00pabOoTKH MH(pOpMAIIHH.



[Tomemenust '6/IOY nomkHbI ObITE 000PYIOBAHBI JETEKTOPAMH OTHS M JIbIMa, OTHETYIIUTEIISIMH,
CHUCTEMaMU KOHJIMLIMOHMPOBAHUS BO3/1yXa, CPEACTBAMU OXPAHHO-TI0’KAPHOM CUTHAIN3ALINH.

OcHoBHOE cepBepHOE U KoMMyTarmoHHoe obopynoBanue ['BJIOY momKHO OBITH 3aIUIIEHO OT
nepe0oeB B 10/1a4e AIEKTPOIHEPTUH ITYTEM HOJKIIOUEHHUS K JIEKTPOCETU C MPUMEHEHHUEM UCTOYHHUKOB
OecriepeOOitHOr0 MHUTAaHUS M PE3EPBHOTO JHU3eNb-TeHepaTopa. VIcTouHuKH OecriepeOONHOro MUTaHUS
HEOOXOJMMO pEryJIipHO TECTUPOBATh M IMPOBEPSTh YIOIHOMOYEHHBIM paboTHukam Komurter B
COOTBETCTBUU C PEKOMEHIallUIMU TPOU3BOUTENS.

[lopraTuBHBIE TEXHUYECKUE CPEACTBA HE JODKHBI OCTABATHCS 3a MpeAeIaMU KOHTPOJIHUPYEMOM
30HBI KomuTeT 6e3 KOHTpOoIist co cTopoHbl paboTHUKOB ['BIOY.

Be3onacHocTh Ha paGoyem mecTe

3anpemaercss BECTH 3alUCh Mapoiedl B OTKPBITOM BHUJE HA MaTEpPUATBHBIX HOCUTENS,
3a UCKJIFOYEHHUEM CIIy4aeB, PerjJaMEHTUPOBAHHBIX METOI0B XPaHEHUSI.

JIOKyMEeHTBI W HOCUTENW C wuH(pOpMaIeld OrpaHWYCHHOrO JOCTyNa JMJOJDKHBI yOUpaThCs
B omnedarbiBaemble Mecta (cerdrl, mkadpl W T.aI.), TNpU yxXode ¢ pabodero MecTa.
Ha aBTomaTmsupoBanHOM pabouem mecte [lomp3zoBarenst pabodast ceccust IOMKHA OBITH TpEepBaHa,
paboumii cTon 3a010kupoBaH. BXox monap30BarTens B CUCTEMY HE JI0JDKEH BBITIOIHATHCS aBTOMATUYECKH.

JlokyMeHTBI, cofepxaiire HHHOPMAIUIO0 OrPaHUYEHHOIO JIOCTYIA, TOJKHBI Cpa3y U3bIMAThCS U3
MeYaTalolMX YCTPOUCTB. s yTunu3zanuu KoHPHUISHIIUATbHBIX JOKYMEHTOB, JOJDKHBI HCIIONB30BAThCS
YHUYTOXXUTEIH JOKYMEHTOB HE HWXKe 4 ypOBHA MO CTaHIApTy O€30MacHOCTH, NMPUMEHSEMOMY K
YHUYTOXKUTEIAM JOKYMEHTOB.

[Ipu  ucnonb3oBaHUM  MOOWIBHBIX  TEXHMYECKHX  CPEICTB  HEOOXOIMMO  COOMIOAATh
JIOTIOJIHUTETHHBIE MEPBI TIO PETJIAMEHTAIIMU U KOHTPOIO UCIONh30BaHUS B MH()OPMAIMOHHON cHCTEME
MOOMJIBHBIX TEXHUUECKHUX CPECTB.

Haxoxaenue mpeacTaBUTENed HOPUAMYECKUX JHMI B paMKax HCIOIHEHUS JOrOBOPHBIX
00513aTeNBCTB B MOMEUICHUSIX B KOTOPBIX BeJeTcs 00paboTka MH(POPMAIMU OrpaHMYCHHOrO JOCTyNa
MH(OPMAIIMOHHON CUCTEMBI, BO3MOXHO TOJBKO B corpoBoxaeHun padorauka ['bBJIOY nomymenHoro
710 00pabOTKK TakoW WH(POPMAIIUH.

Pa3menienue TeXHUUECKUX CPECTB BbIBOAA MHGPopMaluu B nomerienusx ['6/I0Y npousBoautcs
C YY4ETOM HCKJIIOUEHHUS BO3MOKHOCTH BU3YaJIbHOTO ITPOCMOTpa MH(OpMaLMK TIOCTOPOHHUMHU JIUIIAMH U
paboTHHKaMU, HE JOMYIIEHHBIM K paboTe ¢ 1aHHOM nHbopMaInei.

TexHu4YecKkre CpelicTBa JODKHBI Pa3MeNIaThCs U XPAaHUTHCS TaKUM 00pa3oM, 4TOOBI COKPATUTH
BO3MOJKHBIM PUCK OBPEXKACHUS U YTPO3bl HECAHKIITMOHUPOBAHHOI'O 10CTYIA.

TexHuueckoe 00CayKUBaHHE 000PYI0BAHMS

Texuunueckue cpeactea ['BJIOY nomxHBI NpPOXOAUTH HA PETYJISPHOM OCHOBE CEPBUCHOE
00CITyKMBaHUE B COOTBETCTBUU C PEKOMEHIALMSIMH IPOU3BOIUTENEH 000py10BaHNUS.

PeMoHT U cepBucHOe OOCITy)XHBaHHE OOOPYNOBaHMS JOJKHBI  BBIINOJIHATHCA  TOJIBKO
KBaJTM(DUIIUPOBAHHBIMU CTICIIHATTUCTAMH.

Texauueckoe oOcIyXrBaHue 000PYAOBAaHUS CTOPOHHUMHU OPTaHU3AIUSAMH HE JIOJDKHO IPUBOIUTH
K PUCKY HapylIIeHHs KOHPHUASHINATbHOCTH 3alIUIIaeMOi HHPOpMAaILIUH.

B3aumopneiicTBue ¢ TpeTbUMH JIUIAMH

B umensx obecredenust wunH(opmanmonHoi Oe3zomacHoct ['BJIOY mpu B3aumoneicTBUU
C TPETHUMH JIMIIAMH JIOJDKHO BBITIOJHSTH CIICTYIOIINE MEPOIIPUATHS TIO:

3aKJIFOUEHUIO COTJIAIICHUS O Hepas3rialleHHH HHGOpMAIMN OrPAaHHYEHHOTO TOCTYIa MOTY4eHHOM
B XO0JI€ MCIIOJIHEHHSI TOTOBOPHBIX 00s3aTEIbCTB;

OCYILIECTBJICHUIO KOHTPOJISI 3a JEMCTBUSMHM TPEJCTaBUTENCH KOHTPAareHTOB B Ipejesax
KOHTpOJIUpPyeMoit 30Hb1 KomMuTeT.

YnpasJ/ieHue :KU3HEHHBIM IIUKJIOM HH()OPMALMOHHBIX CHCTEM

Meponpusitus B poliecce XU3HEHHOTro MuKiIa nHpopMauonHbix cucteM ['BJIOY nomKHBI OBITH
HampaBlieHbl Ha o0ecredeHue 3alMThl HHQOpPMAalMM TpPU BBOJE B JEHCTBUE, OJKCIUTyaTalluH,
COMPOBOXKICHUHU U MOJIEPHU3ALINH, BHIBO/IA U3 IKCIUTyaTaLIUH.

OcHoBaHHeM TIpH pa3paboTke HHPOPMAIIMOHHBIX CUCTEM JOJDKHBI SBJISTHCS PEIICHUS TPHHSITHIE
Ha craguun  QopmupoBaHUs ~ TpeOoBaHUU,  coaepxkamme  TpeOoBaHMS B TOM  4HCIE
M0 CUCTEME 3aIIUTHI UHPOpPMALIHH.



Jlroboe muaHupyemMoe K BHEAPEHHIO M3MEHEHHE HH(POPMALIMOHHOW CUCTEMbI NpEIBApPUTEIHHO
JOJKHO OBITH TIPOAHATM3UPOBAHO HA COBMECTUMOCTh M OTCYTCTBHE HapyIIeHHH paboTocrmocoOHOCTH
CHCTEMHBIX KOMITOHEHTOB B TOM YHCJIE€ CPEJCTB 3aLIUTH HH(pOpMAIIHH.

PaGotel mo MmonepHu3auu HHGOPMAIMOHHON CUCTEMBI, B TOM YHCJIE [10 YCTAHOBKE MPOrPaMMHOI 0
oOecrieueHnss U OOHOBIIEHUH, JOJDKHBI NMPOBOIUTHCA B Hepabouee Bpemsl WM BpeMsl HaWMEHbIIEH
paboueli Harpy3KH.

[Ipu BBIBOZAE M3 OJKCIUTyaTallMd WH(GOPMAIMOHHBIX CHUCTEM JODKHO 00ecrneyuBaThCs
rapaHTUPOBaHHOE yhaieHue oOpaldaThiBaeMONM M XpaHUMOM B HMX HMH(GOpPMAIMH C UCIOJIb30BAHUEM
CPEICTB TapaHTHPOBAHHOTO YHUYTOXKEHHUS WHGOPMAIUU WIH MyTeM (PU3NYECKOro YHUUYTOKEHUS
HOCUTENeH HH(pOopMaIum.

Bce mpomenypel  obecnedenus  3ammThl  mHGOpMamuH, ycraHoBieHHble B ['BJIOY
B OTHOIIIEHUU MH(POPMALIMOHHBIX CUCTEM, JOJKHBI BBITOIHATHCS U KOHTPOIHPOBATHCS OTBETCTBEHHBIMU
JUIAMU 32 OpraHU3alrio padboT Mo 3amuTe HHHOPMALIUH.

KonTpoas g1ocryna k uHGOpManuOHHBIM CHCTEMAM

Bcee pabornuku I'BJIOY, nonmymeHnHsle K pabore ¢ HMH()OPMAIMOHHBIMH CHCTEMAaMH HECYT
MEPCOHAIBHYIO OTBETCTBEHHOCTH 32 HApYIICHHUS! YCTAHOBJICHHOTO MOPsIKa 00pabOoTKH MH(OpMAITHH.

YpoBeHb MOTHOMOYHH 1TosIb30BaTeNs B mHMopmarmonHoi cucteme ['b/I0Y nomken onpenenstbes
B COOTBETCTBHH C €T0 JOPKHOCTHBIMU 00513aHHOCTSIMH.

Hoctyn monb3oBateneid k uHpopManmoHHbIM cuctemMam ['BJIOY momkeH KOHTPOIUPOBATHCS
aJIMUHHUCTPATOPOM MH(OPMAIIMOHHON CUCTEMBI.

OcCylleCTBIEHHE PETYISIPHOIO KOHTPOJS BBINOJTHEHUS OpPraHU3allMOHHO-PACTIOPSAUTEIBHBIX
JOKYMEHTOB, KacalolMXCs periaMeHTauuud gomycka paborHukoB I'BJIOY k uH(popMannoHHBIM
CUCTEMaM.

HnenTudukanusa v ayreHTHPUKALMSA

Joctyn nmonbp3oBaTeneil K HHPOPMAIIMOHHBIM CUCTEMaM JOJDKEH MPEAOCTaBIATHCS TOIBKO MOCTE
YCIIELIHOT O 3aBEPIIEHUS UACHTU(UKALNN, ayTeHTU(QUKALIUHU.

[Tonyuenue monp30BaTeleM HMMEHH B HHPOPMAIIMOHHOW CHCTEME U TMapois, KOTOpbIe
o0ecreynBaloT J0CTyNl K WH(OPMAIMOHHON CHCTEME, JOJDKHO OCYIIECTBIATHCSA IO MPECTaBICHUIO
PYKOBOAUTENS CTPYKTYPHOTr'O IOAPA3/IEIEHHUS.

YunpasjieHue 10cTynoM

B I'BJIOY #0mKHO OCYIIECTBISATHCS YIpaBJI€HHE IOCTYINOM K HH(POPMALMOHHOM cHucTeMe
MOCPEACTBOM pEATU3aluid HEOOXOJUMBIX METOI0B, THUIIOB W IMpaBWJ pasTpaHUYEHHUs] JOCTyHa
nosib3oBaTessiM nHpopmarmonHoi cuctembl ['BJI0OY. B ToM uncie obecrnieueH 3anuieHHbId y1aaeHHbIA
JOCTYH  CyOBEKTOB JocTynma K oOObeKkTaM JOoCTyna 4epe3 BHEIIHHE HH(OpMAIMOHHO-
TEJIEKOMMYHHUKAIMOHHBIE CETH.

be3onacHocTh npu padoTe ¢ HOCUTEISIMU MH(OPMAITUU

Pa6orauku I'B/IOY MOMWKHBI UCMONB30BAaTh TOJNBKO YYTEHHBIE ChEMHBIC MAIIUHHBIC HOCHTEIH
UHGOpPMAIIMU Ui BBIOJHEHHUS CBOMX JOJDKHOCTHBIX 00s3aHHOCTeH. lMcmonp3oBaHUE ChEMHBIX
MamuHHbIX HocuTene napopmanuu B '6JIOY B HHBIX 11X CTPOTO 3aMPEIICHO.

CpeMHBIE MalTMHHBIE HOCUTEIH MH(GOPMAIMU JOHKHBI XPAaHUTCS B OlEYaThIBAEMbIX IKadax, B
MOMEIIEHUAX B KOTOPBIX MPEeAyCMOTpeHa 00paboTka HH(popMayu OrpaHu4eHHOr0 JOCTYIIA.

B cinydae xpaxku win moTepu ChEMHOI'O MAUIMHHOTO HOCUTENS MH(OPMALUM, a TAKXKE HHBIX
MHIIUJCHTOB, KOTOPBIE MOTYT IPUBECTH K HAPYIICHUIO CBOMCTB MH(OpMAIIMU OrpaHUYEHHOr0 J0CTYIIA,
JIOJI’KHBI POBOAUTHCS MEPOIPHUATHS 110 PACCIICIOBAHUIO TAKUX UHITUJCHTOB.

[Ipu BBIBOZE M3 JKCIUIyaTallUM ChEMHOIO MAIIMHHOTO HOCUTENs WH(GOpMaluu, BCE JaHHBIE,
XpaHAILIMEeCcs Ha HEM, JOJDKHBI ObITh YHalleHbl OMpPENEeNIeHHOM KOMHCCHEH M3 4Hclia pabOTHUKOB,
CPEICTBOM rapaHTUPOBAHHOTO YHUUTOXKCHHS HHPOPMAITUH.

®DakT YHHUYTOXKEHUS HHPOPMAIKA HAa ChEMHOM MAITUHHOM HOCHUTENC HHPOpMAIUU (GUKCHPYETCsI
B aKTe 00 YHUUYTOKEHUU MHPOPMAIIMH CO ChEMHOI0 MAIIMHHOTO HOCUTEN HH()OPMAIIUH.

Perucrpanusi coobITHI

B I'bI0Y JOJDKHA OCYIIECTBISATHCA perucTpanuu COOBITHIT 0e30MmacHOCTH
Ha BceX KOMMOHEeHTax mHpopManuoHHbIX cucteM ['BJIOY, B koTopbix oOpabaThiBacTCs 3amuiacMast
uHpopMaLus.



AHTHBHPYCHAS 3alIIMTA

B nensax oOHapyxeHus 1 ycTpaHeHHsl BpeTOHOCHBIX porpaMM B ['B/IOY n0mKHBI HCTIONB30BAThCS
CpeACTBa aHTUBUPYCHOH 3aIIUTHI WH(OPMALIUH.

O0s13aTeIbBHOMY KOHTPOJIIO CPEJICTBOM aHTUBUPYCHOW 3aIlMThl MH(OPMAaLIUK J0JIKHA MOAJIEXKATh
mobast nHpopmarus (TekcToBble (aiiabl T00bIX (opMaToB, (aiybl TaHHBIX, HCIOTHSAEMbIC (ailibl),
rnojy4yaemas 5 repenasaeMas o JIOKAJIbHOU BBIYMCIIATEIIbHOU CeTu
B TOM YHCJIE U CETSAM OOIIETo MOJb30BaHus, a Takke HHPOpMAIUs, XpaHUMasi Ha ChbEMHBIX MalIMHHBIX
HOCHUTESIX UH(GOpMAIUH.

[Ipu ycraHoBKe mpoOrpaMMHOro oOecIlieueHusl MM ero OOHOBJICHHsS Ha ceBepHoe 000pyaoBaHUE
JOJPKHA ~ aBTOMAaTHUYECKH  BBINOJNHATHCA —MpPEABAapUTENbHAs MPOBEPKA JAHHOTO IPOrpPaMMHOIO
o0ecrnieueHuns Ha OTCYTCTBHUE BPEIOHOCHOTO MTPOrPAMMHOI0 00€CIIeUeHUSI.

OOHoBiienne 0a3 curHatyp [Uis CpeJICTBAa AHTUBMPYCHOM 3allMThl HMH()OPMALUU TOHKHBI
OOHOBJIATHCS €KETHEBHO.

[Tonp3oBaTenu 0e3 npas aJIMMHHCTpaTOpa nH(OpMaIlMOHHON CUCTEMBI
I'BIOY He DOMWKHBI MMETh BO3MOXKHOCTH IOJIYUEHHUS JOCTYNa K KOH(UIypaluu aHTUBUPYCHOIO
CPEJCTBA 3aIMTHI MJIN €r0 OTKIIOYEHHUS.

KoHTpoub 3a11111IeHHOCTH NePCOHAIBHBIX JAHHBIX

B mensx wuckiIOYeHUs SKCIUTyaTallMd YA3BMMOCTEH IPOrpaMMHOTO OOECIEeYeHUs JIOJIKHBI
NPOBOJUTCS pabOThl 1O  BBIABICHUIO, AaHAIM3y YA3BUMOCTEH WH(POPMALMOHHOW CHCTEMBI
U ONEpaTUBHOE YCTpPAaHEHUE BHOBb BBIABICHHBIX YA3BUMOCTeH. B TOM uucie opranuszanusi KOHTPOJIS
YCTaHOBKU OOHOBJICHHSI MPOTPAMMHOT0 00€CTICUeHHsI BKIIIOYAasl CPEICTB 3alIUThl HH()OPMALIUH.

Hcnonb3oBanne nporpaMMHOro obecrne4eHus

Boibop mporpamMmHoro oOecnedeHust A8 Opou3BoACTBEHHbIX HYxa ['BJIOY  nomxen
MIPOU3BOAMUTHCS B IPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOT O B EMHBIN peecTp pocCUiicKuX mporpamm
JUISL BJIEKTPOHHBIX BBIYMCIUTENBHBIX MAIIMH U 0a3 NaHHbIX. B ciydae orcyrcTBus aHanora B EquHom
peectpe pOCCcUiiCKUX IporpaMm JUIst AJIEKTPOHHBIX BBIYHMCIIUTENIbHBIX MaIluH
u 6a3 TaHHBIX JIOMYCKAaeTCs UCIOIB30BaTh MPOrPAMMHOr0 0OecrieueHrne UMIIOPTHOT'O TPOU3BO/ICTBA.

Hcnosb3oBanue cpeacTs Kpunrorpaguyeckou 3amuThl HHpopMmanuu

Obecneuenne 3amuThl HHPOPMAIMN OTPAaHUYEHHOT'O JIOCTYNA OT PACKPBITHS, MOIU(PUKAIIH
W HaBA3bIBaHUA (BBOJAa JIOKHOM wuHGoOpManuu) mpu ee nepenadye (MOATOTOBKE K TIeperade)
[0 KaHajlaM CBSI3M, HUMEIOIIUM BBIXOJ 32 IMpEieNbl KOHTPOIUPYEMOH 30HBI OOecrednBaeTCs
PUMEHEHHEM CPEJICTB KPUNITOrpaduIecKoi 3amuTsl HHPOpMAIIHH.

[TpuoOperenue cpenacts kpunrorpabudeckoi 3amutel nHGopmaruu I'BJIOY ocymecTBisercs Ha
OCHOBAHUU JOrOBOPOB U KOHTPAKTOB € JULAMH UMEIOIIMMHU JIeicTByomyto jguneH3uto PChb Poccun Ha
OCYIIECTBIICHHE ESATEIBHOCTH MO pPa3paboTKe, MPOM3BOJACTBY, PACHPOCTPAHEHUIO IMH(POBATBHBIX
(kxpunTorpaduYECKUX) CPEHCTB, nH(pOpMAITMOHHBIX CHUCTEM
U TEIEKOMMYHHMKAIIUOHHBIX  CHUCTEM, 3allMIIEHHBIX C  HCIOJIb30BaHHWEM  IIM(POBaIbHBIX
(kpunTorpauUeCKMUX) CpENCTB, BBHIMOIHEHUIO padOT, OKa3aHHWIO yCIAyr B oOyacTH ImmQpoBaHUS
uH(popMaMy, TEXHUYECKOMY OOCIYKUBaHUIO IMHQPPOBAIBHBIX (KpUNTOrpaduuecKnux) CpeAcCTB,
MH(OPMAITMOHHBIX CHUCTEM M TEIEKOMMYHUKAIIMOHHBIX CHUCTEM, 3alllUIICHHBIX C HCIOJIb30BaHHEM
mu(poBaNbHBIX (KpUNTOrpaUUYecKUX) CPeICTB (3a HCKIIOUEHHEM Ciydasi, €cCld TEeXHHYECKOe
oOcinyxuBaHue MUQPOBATBHBIX  (KpUITOrpapUUecKuX) CpeAcTB, HH(OPMALMOHHBIX  CHUCTEM
U TEICKOMMYHUKAIMOHHBIX  CHUCTEM, 3allMIIEHHBIX C  HUCIHOJb30BaHHEM  IIM(POBATHLHBIX
(kpunTorpaguuecKux) CpeACTB, OCYILECTBIISETCS s o0ecTiedeHnss COOCTBEHHBIX HYK IOPUANYECKOTO
JUIA UK UHAMBUTyaJIbHOIO MIPEeANPUHUMATES).

B wmensx opramumzanuu M oOecriedeHMM Tepefaud HMHQOpMAalMM TIO0 KaHajlaM  CBS3H
C HCIIONB30BAaHUEM CPEJCTB KpUNTOrpauyeckoil 3amuThl WHGOPMALUHU, a TaKXKE BBITOIHEHUS
nmuneH3noHHbIX TpeboBannii ®Ch Poccuu B 'BJIOY momkeH OBITH cO37aH OpraH KpUIITOrpaduIecKoi
3aIUTHIL.

[Mopranbusie pemenns ['BJIOY ¢ BO3MOXKHOCTBIO JOCTYIA C CETEH OOIIETO MONTb30BAHUS TOJKHBI
B IIPUOPHUTETE pa3pabaThIBaThCS ¢ OPTaHU3AIMEH 3aIUIIEHHOr0 KaHajla MoCpeACTBOM mpoTokona TLS ¢
noanepxxkoit anroputmoB ['OCT 34.10.

Hcnosb3oBanue 3JIeKTPOHHOM MOYThI



DJIeKTpOHHAsT ToYTa JO/KHA ucmoib3oBatbesi B ['BJIOY ¢ menpro opranuzanuu oOMeHa
AJIEKTPOHHBIMH COOOIIEHUSMHI MEXKy paOOTHUKAMU U CyObeKTaMHu HH(POpMAaLIMOHHON OE30MacCHOCTH.

IIpu ncrionb30BaHUU HIEKTPOHHOM IIOYTHI 3aIIPEILACTC:

oOMeH uH(poOpmanuen s CayKeOHOro IMoib30BaHUs, a Takke HMH(popmanueld OrpaHUuYeHHOIo
JIOCTYNa;

MPEJOCTABICHUE JIOCTYIA K AJIEKTPOHHOW IOYTE C MCIOJIb30BAHMEM JIaHHBIX CBOEU YYETHOM
3aMKCU TPETHUM JIMLIAM;

nyOnuKalys CBOEro CIyXeOHOro ajpeca S3JEKTPOHHOW MOUTHI B AJIEKTPOHHBIX KaTallorax,
Ha TIIOMCKOBBIX MAIIMHAX U JAPYTuX pecypcax ceTd VHTEpHET B LENAX, HE CBA3AHHBIX C UCIOJHEHUEM
CBOUX JTOJDKHOCTHBIX O0sI3aHHOCTEH;

MOJNKCKA IO 3JIEKTPOHHOM IIOYTE€ HA PA3JIMYHBIE PEKJIAMHBIE MaTEpHAJIbl, JIUCTHI PACCBHUIKH,
AJIEKTPOHHBIE KYpHaJlbl M T.JA., HE CBSI3aHHBIE C BBIIOJIHEHHEM IOJIb30BATEIEM JOHKHOCTHBIX
00s13aHHOCTEMN;

OTKpBITHE (3allyCK Ha BBHIMOJHEHHE) (DaiyioB, TOMYYSHHBIX IO JJIGKTPOHHOM TOYTE
WIN U3 pecypcoB cetu VHTepHeT, 6e3 npenBapuTeIbHON MPOBEPKH MX aHTUBUPYCHBIM MPOrPAMMHBIM
o0ecrieyeHNeM.

Pabora B ceTsix 0011ero no1b30BaHus

I'BAOY octaBnset 3a coboii mpaBo 6JI0KMPOBATH WM OTPAaHUYMBATH TOCTYIl PAOOTHHUKAM K CETSIM
CBSI3M OOIIETO MOJIb30BaHMs, B TOM 4nciIe ceTd MHTepHeT, coep:kaHiue KOTOPBIX HE UMEET OTHOIIECHUS
K MCIOJHEHHIO JOJKHOCTHBIX O0SI3aHHOCTEH, a Takke K MH(OpPMAllMOHHBIM pecypcam, Colep:KaHue U
HaIlpaBJIEHHOCTh KOTOPBIX 3allpelieHbl 3aKoHoaTenbcTBoM Poccuiickoit denepanumu.

Nudopmanus o mocemaemeix  padotHukamu  ['BJIOY  wHpOpMAMOHHBIX  pecypcoB
IIPOTOKOJIUPYETCS sl MOCIENYIOIIEro aHaiau3a U, Ipu HEoOXOAUMOCTH, MOXET OBbITh IpejcTaBiIeHa
PYKOBOJUTENSAM CTPYKTYPHBIX IMOJAPA3ACICHUH, a TAKXKEe pyKOBOAUTEN0 KOMUTET [U1st KOHTPOJISL.

[Ipu ucnonb3zoBanuu cetu MHTEPHET 3anpelLieHO:

ucnoib3oBath npegocrasieHubit ' BJIOY noctyn B ceth IHTEpHET B IMYHBIX 1EIAX;

UCIIOJIb30BaTh HECAHKIIMOHUPOBAHHBIE NPOrPAMMHBIE M MPOrpaMMHO-AIIapaTHBIE CPEICTBA,
MO3BOJIAIOIIME MOTYYUTh HECAHKIIMOHUPOBAHHBIN 10CTYN K ceTh MHTEepHeT;

nyOnMKOBaTh, 3arpykaTb UM paclpoCTPaHATh MaTepHalbl COJEp)KAIIUE HEIOCTOBEPHYIO
undopmaruto o I'BJIOY, a Taxke danbcudunupoats cBoil [P-anpec.

Pe3epBHOe KOMMPOBaHHE W BOCCTAHOBJICHHE JAHHBIX

Ocy1iecTBieHNE PE3EPBHOIO KOMUPOBAHUS JIOPKHO OCYILECTBIISITHCS [151:

nHpopmaruu odpabareiBaeMoii Ha (GailJIoBOM cepBepe U cepBepe MPUIIOKEHHUH, HHPOPMaIiOHHOM
CUCTEMBI;

pabouux MecT aAMUHUCTPATOPOB HHPOPMAITMOHHOW CUCTEMBI.

YacTtora © peXHUM pE3EPBHOrO KOMMPOBAHMS YCTAHABIMBAIOTCS TaKUM OOpa3oM, YTOOBI
obecreynTh MUHUMAIbHYIO IOTEPIO JaHHBIX U OIEPaTUBHOE BOCCTAHOBJICHHE.

Hactpoiika pe3epBHOr0 KONMUPOBAHHS M BOCCTAHOBJIECHUS PECYpPCOB MH(OPMAIIMOHHBIX CHUCTEM
I'BAOY nomxHbI NpOBOAUTH yrolHoMoueHHble paboTHuku ['BJIOY.

PesepBHOe  komupoBaHME ~ JOMKHO  OCYIIECTBIATHCS B~ ABTOMATHYECKOM  PEXHUME
C TPHUMEHEHUEM OTEYECTBEHHOI'O CIELUUAIM3UPOBAHHOIO CpEACTBA PE3EPBHOIO KOMHMPOBAHUS
C JEUCTBYIOIIUM CEPTHU(PUKATOM COOTBETCTBUS 1O TpeboBaHUsIM Oe3onacHocT nHpopmannu GCTIOK
Poccun.

6 OCHOBHBIE TPEBOBAHUS K ITIPOIIECCAM YIIPABJIEHUS HH®OPMAIIMOHHON
BE3OIIACHOCTbBIO

MOHMTOPUHT HH(POPMALMOHHOI 0€30IaACHOCTH

Ha mnocrosiHHOM OCHOBE JOMKEH NPOBOAMUTHCS KOMIUICKCHBIM aHamu3 (YyHKIIMOHUPOBAHHUS
nHpopmarmonHoit cuctemsl [ BJIOY u Bo3HHKarmux coObITHI HHGOPMAITMOHHON 6€30MacHOCTH.

[Tporiecc MOHMTOpPHHra CcHUCTEMBI oOecredeHuss HHGPOPMAIMOHHOM 0€30MacHOCTH JOKEH
BKJIIOYATh B ce€0sl KOHTPOJb OPTaHU3AIMOHHBIX M TEXHUYECKHX Mep IO 3alluTe MH(POpMAIUH, aHaIU3
napamMeTpoB KOH(PHUTypaIluy U HACTPOUKH CPEJICTB 3aIIUTHI HH(POPMAIIUH.



IIpyu mnpoBeAeHMHU KOHTPOJIBHBIX MEPONPUATUNA, CBSI3aHHBIX C OLICHKOW peanu3alud Mep
no 3amurte wuHpopmaumu B I['BJIOY, ynoaHomouyeHHble pPAaOOTHUKU JIOJKHBI IPHIEPKHUBATHCS
CJIEYIOIIMX IPUHIIUIIOB:

He HapywaTh pyHKuHoHupoBanue aeareabHoctu ['B10Y;

JIEMCTBOBAaTh B COOTBETCTBUM C YTBEP)KICHHBIMU OpPraHU3alllOHHO-PACIOPSAIUTEIBHBIMU
nokymentamu I'b/10Y o 3ammre nadopMamu;

HE CKpbIBaTh (PaKThl BBISIBJICHHBIX COOBITUI MH(OPMALIMOHHOM O€30MacCHOCTH;

0(hOpMIIATH OTYETHI, MOATBEPKAAIOLINE BBINOIHEHHE MEPONPHUATHH 110 3aluTe HH(POPMALIHUH.

Wndopmanus, monaydeHHas B XOJA€  NPOBEAEHUS  KOHTPOIUPYIOUIMX  MEpPONPHUSTHIA
O JICHCTBUSX, COOBITUSX M IapaMeTpax, HMMEIOLIUMX OTHOIIEHHWE K pealu3alud Mep IO 3alluTe
MHpOpPMallUY, JOKHA KOHCONUAMPOBATBCS M XPAHUThCA B MeECTaX, HCKIIOYAIOIIUX IOJy4YeHHE
K HEl HECAHKIIMOHUPOBAHHOI'O AOCTYIIA.

MOHUTOPUHT JAaHHBIX O 3apETUCTPUPOBAHHBIX COOBITUSX HH(POPMAIIMOHHONH 0€30MacHOCTH
JOJDKEH IPOBOAUTHCS, IO BO3MOXHOCTH, C MCIOJIB30BAHMEM CHCTEMBl MOHHTOPUHIA WHIUJCHTOB
UH(POPMALIMOHHOW 0€30MaCHOCTH WJIM BCTPOCHHBIX MEXAaHHW3MOB HACTPOMKM M ayauTa COOBITHH
B TMPOTPaMMHBIX M TPOTPaMMHO-ANIAPATHBIX CPEACTBAX, HCHOIB3YEMBIX B HWH(POPMAIMOHHON
unppacrpykrype ['BOY.

YnpasJieHue puckamMu

OmnpezneneHre BHYTPEHHHX TpeOOBaHWI MO 3amuTe WHQPOPMAIUMH, JOHKHBI OCHOBBIBATHCS
Ha pe3yibTaTax IIPOBEJCHUs aHalIM3a PUCKOB HApYLICHWs OCHOBHBIX CBOICTB 0€30MacHOCTH
Juis “HpopManuoHHbIX pecypcoB I'BJIOVY.

OCHOBOH OIICHKH PUCKOB JOJDKHA OBITH OLIEHKA YCIOBHH M (haKTOPOB, KOTOPHIE MOTYT CTaTh
IPUYMHON HapylIeHUs LeTIOCTHOCTH, KOH(PHUIESHIUAIBHOCTH M JOCTYHHOCTU Uil MH()OPMAMOHHBIX
pecypcoB 'B/IOY.

PesynpraToM mpoBeleHHs aHaiIM3a PHUCKOB JOJDKEH OBITh pa3paOOTaHHBIA KOMIUIEKC Mep,
HAIPaBJICHHBIX Ha CHU)KEHUE BO3MOXKHOI'O HEraTUBHOI'O BJIMSHMS HA OCHOBHYIO fesiTenbHOoCcTh ['BJIOY
IIPU peaJIn3aluy TOW WM MHOM yrpo3bl 6e30MacHOCTH HH(OpMALUK U 00eCIIeUNnBAIOIIMX B JalbHEHIIEM
JIOCTaTOYHBIA YPOBEHB 3aIIMIICHHOCTH HH(popMaronHbix cucreMm ['BIOY.

YnpasieHue HHUMIEHTAMH HHGOPMALHOHHOH 6€30MaCHOCTH

Jis obecnieueHust 3PPEKTUBHOIO pa3perieHuss HHIUAECHTOB UH()OPMAIIMOHHON 0e30M1acHOCTH B
I'BAOY, MuHMMM3a1MU IOTEPh U YMEHBIIEHUS PUCKA BOSHUKHOBEHMSI IOBTOPHBIX MHIIUJIEHTOB JOJKHO
OCYIIECTBIISITHCS YIIPABICHNE HHIUICHTAMH HH()OPMAIIMOHHOW 0€30MacHOCTH.

Jns ynpaBieHus: HHITUACHTaMH HHGOPMAIMOHHON 0€30MacHOCTH JIOJDKHA OBITh CO3/1aHa Cyk0a
MOHUTOPHMHIA U pearupoBaHMs HAa WHIUJIEHTHI HHPOPMAIIMOHHOI 0€301aCHOCTH, KOTOPasi TOCPEICTBOM
KOMIUIEKCA  CPEICTB W MEpompHusTHid  aiusi  cOopa W KOHCONMIAIMH  WH(pOpMAaluu
00 MHIMJAEHTAaX pellaeT JaHHYK 3a7ady. B OTHOWIEHMHM KaXJOro IpOU30LIEANIEr0 WHIUAECHTA
paOoTHUKaMH U3 CIy)XObl MOHUTOPMHIAa W pEarupoBaHUs HA MHIMIACHTH HH(POPMALMOHHOM
0€30MacHOCTH JIOJDKEH BBIMONHATHCS €r0 aHauu3, u pa3paborka 3()(eKTHBHBIX Mep pearupoBaHUs Ha
JaHHBIN UHITHIEHT.

Ayaut cucrembl obecniedyeHusi HHPOPMALMOHHOM 0€30I1aCHOCTH

B memsix oueHku Tekymiero ypoBHs uHGopmanuoHHoi Oe3omacHocti I'BJIOY Ha perymspHoit
OCHOBE JIOJIDKEH IIPOBOAUTHCS ayIUT MH(POPMAIIMOHHOIN 0€30MacHOCTH.

BHyTpenHue ayauThl JOMKHBI BhIMONHATHCS padoTHUKamu ['B/IOY. B uncno 3amau, pemaembix
IIPU IPOBEICHUH BHYTPEHHUX ayIUTOB HH(OPMAIIMOHHON 0€301MacHOCTH, BXOJIAT:

cOOp M aHalmM3 MCXOAHBIX JaHHBIX 00 OpraHU3allMOHHOM M (YHKIMOHAIBHON CTPYKType
MH(POPMALIMOHHBIX CUCTEM, HEOOXOIUMBIX JUIsl OLIEHKHU COCTOSIHUS CHCTEMBI 3aIlUThl HH(POPMALUY;

AQHAJIN3  YTBEPXKICHHBIX  OPraHU3allMOHHO-PACIOPSAUTENBHBIX  JOKYMEHTOB [0  3allIUTE
WH(OPMAIIUH Ha TPEIMET UX TOITHOTHI U 3(PPEKTUBHOCTH, a TaKke (OPMHUPOBAHNE PEKOMEHIAINH 110 UX
JIOpabOTKe WJIH pa3pabOTKH HOBBIX;

obocHoBaHME (UHAHCOBOM H(PPEKTUBHOCTH BHOBb IPHOOPETAEMBIX CPEIACTB  3aIIUTHI
uHpOpMaIuy,



IIpOBEpKa MPaBUIBLHOCTU BbIOOpa M HACTPOWKH CPEJCTB 3alUThl MHPOpMaLKK, GOopMUpOBaHHE
MPEUIOKEHHH 110 UCTIONIb30BAHUIO MMEIOIIUXCS CPEACTB 3aIIUTH MHPOPMALIUU JTsI TOBBIILICHUS YPOBHS
HaAGKHOCTU U Oe3omacHocT nH(popmanmoHHbix cucreM ['BJIOY;

aHaJ M3 OTYETOB IO MPOM3OMICANIMM HWHIHMACHTaM HMHQPOPMAIMOHHON  0€30MacHOCTH
Y IIPUHATBIM MEpaM 110 UX Pa3peuieHuIO.

IoBblIeHNEe 0CBEIOMIECHHOCTH PA0OTHUKOB

B pamkax opraHuzaiuu KOMIUIEKCHOTO MPOTHUBOACHCTBUS yrpo3aM 0e30MacHOCTH WH(OpMAaIUH,
UCXOOAIIUM oT PabOTHHUKOB I'bIOY IOJDKHA IHOCTOSIHHO MOBBIIIATHCS
WX OCBEJIOMJICHHOCTH B 00JIACTH 3alUTHl HHGOPMAIUH.

[ToBerienne ocBenomiaeHHOCTH paboTHUKOB ['BJ/IOY ocymecTBasiercs:

no cymecTtBytomumM B ['BJIOY oprannzanmoHHO-pacnopsIuTeNIbHbIM TOKYMEHTAM;

no npumensieMbiM B 'BJIOY mepam 3amutsl nHdopmanuu;

O MPAaBHJIBHOMY HCIOJIb30BAHUIO CPEJICTB 3aIUTHI HH(OPMAIIHH.

7  3AKJIIOYEHHUE

[Ipu m3MeHeHUN AEHCTBYIOIIEro 3aKkoHoAaTenbcTBa Poccuiickoit denepannu B 0OIACTH 3aIIUTHI
uHpOpPMAIIMU, a TaKkKe OpPTraHU3aAIMOHHO-PACHOPSAUTENbHBIX goKkymeHToB ['BJIOY Hacrosmas
[TomuTka ¥ W3MEHEHHMS K HEW NPUMEHSIOTCI B YacTH, HE MPOTHBOpPEYAIle BHOBb MPUHATHIM
3aKOHOJIaTEIbHBIM U UHBIM HOPMATUBHBIM aKTaM, a Tak:Ke BHyTpeHHUM AokyMmeHTam ' BJIOY.

Bce TpeboBaHus, ycTaHOBICHHBIC NEHCTBYIOIIMM 3aKOHOIATENLCTBOM Poccuiickoit deneparu,
MOA3aKOHHBIMA ~ aKTaMM M JIOTOBOPHBIMM  OTHOILIEGHHMSIMH, a Takke mnoaxon ['BJAOY
K 00ECIEeYeHHIO COOTBETCTBUS ITHM TPEOOBAaHUAM JOMKHBI OBITH SBHBIM 00Opa3oM OMpEJENIEHBI,
JIOKYMEHTHUPOBAHBI U MOAJICPKUBATHCS B AKTyAIIbHOM COCTOSIHUU.

I'bIOY B MPUOPUTETHOM HAIPaBJICHUN JIOJKEH paccMaTpuBaThCS nepexon
a MPOrpaMMHOr0 OOECTeYeHHE OTEYECTBEHHOI'O IPOM3BOAMUTENS, BKIOYEHHOIO B EIUHBIA peecTp
POCCHUHCKHUX TpOrpamMM JUIsl SJEKTPOHHBIX BBIUMCIUTENBHBIX MAllMH W 0a3 JaHHBIX. B ToMm umcie
M0 YacTH CEPBEPHOTO, KOMMYTAIIMOHHOTO OOOpPYAOBAaHHS U MPOrPAMMHO-ANIAPATHBIX CPEJICTB
BKJIIOUCHHBIX B ENMHBIN peecTp pOCCUNCKON pagro3JIEKTPOHHON MPOTYKIIUH.

IlepecMoTp ¥  BHeceHME M3MEHEHMM B Hacrodmyr [lomuTuky — OCYyLIECTBISIOTCS
Ha NMePUOJUYECKON U BHETIAHOBOUW OCHOBE.
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